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With the increasingly fast computing speed and complex architecture of hardware, software
functions are also becoming increasingly powerful and complex. Accordingly, developing
reliable software systems has become a huge challenge. Formal methods are techniques that
use mathematical theories and methods to demonstrate and test the reliability and security of
software systems, including model testing and theorem proving. Their mathematical foundation
is based on formal logics such as formal languages, semantics, and reasoning proofs. At present,
formal methods have been widely applied in various stages of the computing system lifecycle to
varying degrees and in different ways. They play an increasingly important role in improving
system reliability and security.

In recent years, Chinese scholars have attained new research achievements in formal methods
and applications, and thus we publish a special issue on formal methods and applications; we also
launched a symposium on formal methods and applications at the ChinaSoft2023 Conference
to explore and exchange new achievements attained by Chinese scholars in the last year. This
special issue called for articles publicly and received a total of 44 manuscripts. More than 30
experts were invited to review these manuscripts in two rounds, with 2–3 experts reviewing
each paper. Among these manuscripts, 21 have entered the second round of review, and 15
of the reviewed papers have been invited to give presentations at the symposium on formal
methods and applications of the ChinaSoft2023 Conference, answering questions from scholars
in a face-to-face manner. Finally, 14 articles were selected to be published by this special issue,
including reviews of research frontiers, cutting-edge achievements in model testing, theorem
proving, and automata, and application of formal methods in critical security fields.

Five out of these 14 articles are selected for bilingual publication, encompassing the latest
research results in the following two aspects.

(1) Formal verification and analysis of critical systems. As software and hardware scales are
expanding, the demand for formal methods in critical systems is growing. For example, as the
scale of real-time embedded systems keeps increasing, more and more systems are transitioning
from being single-core to multi-core, and the software that needs to be verified is changing
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from single-threaded programs to concurrent programs. With the progress in the research on
formal methods, researchers and developers have attached importance to the verification of more
complex program properties. Particularly, in the verification of important system software such
as operating system kernels and compilers, the functional correctness needs to be verified in
addition to memory security and other properties of the system software. The articles published
by this special issue introduce the latest research achievements attained by Chinese scholars
in this field, encompassing the achievements of automated verification based on theoretical
probability models such as Petri nets and the research progress in interactive verification based
on interactive theorem proving.

(2) Formal methods and theories. Different systems and verification problems involve
special theories, and the application of formal methods needs formal modeling of these theories
or targeted formal verification and analysis strategies. For example, in the verification of a
concurrent program, an important question is how to verify or correct linearization. The articles
published by this special issue introduce some new achievements of Chinese scholars in this
field, especially in the research associated with concurrent objects and algorithm validation.

Here are the summaries of the five articles published by this special issue.
The article “Analysis of Real-time Embedded Multi-core Systems Based on Prioritized Time

Petri Nets” proposes the prioritized time Petri nets and a task dependency graph with resource
allocation and priority to improve the performance of point-interval prioritized time Petri nets
in analyzing real-time embedded multi-core systems.

The article “Strong Linearizability Checking and Determination for Concurrent Objects”
investigates strong linearizability from two aspects: verification algorithm and approach for
proving non-strong linearizability of concurrent objects. On the one hand, two verification
algorithms for strong linearizability are proposed, and on the other hand, an approach is provided
for proving that the concurrent objects violate strong linearizability.

The article “Formal Verification of Functional Correctness for Mutexes in Microkernel”
conducts formal verification on the code of the mutex module of a preemptive microkernel in
the interactive theorem prover Coq, gives the formal specifications of the interface functions of
this module, and formally proves the functional correctness of these interface functions.

The article “Program Derivation and Mechanized Verification of Imperative Dynamic
Programming Algorithms” proposes an imperative dynamic programming algorithm based
on the functional modeling and verification of imperative dynamic programming algorithms
Isabelle/HOL.

The article “Safety Analysis for Mixed-criticality System with Random Errors and Burst
Errors Based on AADL” proposes new thread state machine semantics to describe the thread
execution process with burst errors. In addition, it proposes model transformation rules and
assembly methods to enable the derivation of PRISM models from AADL models, and on this
basis, a set of methods for security analysis of random and burst errors is formed. Finally, a
power boat autopilot system is adopted to verify the effectiveness of the proposed method.

We hope that this special issue can promote the research and application of formal methods.
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